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motivace

# Flow-Direction;FWD-Status;Src-IP;Dst-IP;Protocol;Src-Port;Dst-Port;Src-ifIndex;Dst-ifIndex;Ingress-VRFID;Egress-VRFID;Src/Prev-AS;Dst/Next-AS;Src-Bitmask;Ds
estimated;Avr-Pkt-Length

# flow _direction;forwarding status;src_ip;dst ip;proto;src_port;dst port;src_if;dst if;src vrfid;dst vrfid;src_as;dst as;src_mask;dst mask;tos;tcp flags;stati
egress;Forwarded;188.120.x.x;78.128.x.x;tcp (6);2809;http (80);157;195;0x60000000;0x60000000;AS49985;AS65089;19;24;00000000;push(8), ack(16);8380;70;119.71
ingress;Forwarded;78.128.x.x;217.11.x.x;icmp (1);Echo-reply (0);Echo-reply (0);195;157;0x60000000;0x60000000;AS565089;AS515685;24;24;00000000;;52800;550;96
egress;Forwarded;2001:67c:x:el00:x:x:xX:x;2001:718:x:1f:x:x:x:x;ipvb-icmp (58);0;128;157;195;0x60000000;0x60000000;AS5197451; ;46;64;00000000; ;356320;340;1048
egress;Forwarded;88.102.x.x;78.128.x.x;icmp (1);Echo-reply (0);Echo-reply (0);157;195;0x60000000;0x60000000;AS5610;AS65089;16;24;10000000;;113560;1340;84.75
ingress;Forwarded;78.128.x.x;88.101.x.x;icmp (1);Echo-reply (@);Echo-reply (@);195;157;0x60000000;0x60000000;AS65089;A55610;24;15;10000000;;31200;520;66
egress;Forwarded;185.191.x.x 30;fin(1), push(8), ack(16);10630
ingress;Forwarded;78.128.x.x momtormg provozu na bazi toku (flow-based) )0000000 ; ; 60600 1010 60
egress;Forwarded;194.50.x.x; . , - - , P 1;24,;00000000;;41600;800;52
ingress;Forwarded;78.128.x.x m exotika ? = standardni soucast spravy sité a dohledu !!!  o;pisn(s), ack(16);900830;650;13:
ingress;Forwarded;78.128.x.x , , 24,22:;00000000; ;3360;40;84
ingress;Forwarded;78.128.x. X SChOpnOSt dohledat konkrétni provoz );syn(2), push(8), ack(16);8760;2

o

egress;Forwarded;66.249.x.x; . 7 v 7 , rack(16);520;10;52

ingress;Forwarded;2001:718: x ' SChOPnOSt libovolné zpetne analyzy provozu 1:32;00000000; ; 126880;1220; 104
o

egress;Forwarded;134.158.x.x Z1: fin(1l), rst(4), push(8), ack(le);.
egress:Forwarded:5.59.x.x; 78 schopnost vysledovat trendy, anomalie, oush(8), ack(16);1800;10;180

egress;Forwarded;109.164. );push(8), ack(1l6);710;10;71
egress;Forwarded;212.119. 122;24;00000000; ;524160;800;655. 2!

4.X.X
9.x.x
egress;Forwarded;31.31.x.x;7 Vs Jeu o 74 e iack(16);800;20;40
ingress;Forwarded;78.128.x.x - SChOPnOSt Fidit infrastrukturu a mit JI POd kontrolou 1:16;10000000; ; 107720;1280;84.16
X.X;7
8.x.X

egress;Forwarded;92.62. <(16);520;10;52
ingress;Forwarded;78.128.x. :fin(1), ack(16);15840;30;528
egress;Forwarded;217.11.x.x; m a1l { v 4 ! 1;24;00000000; ;47040;490;96
ingress;Forwarded;35.204.x.x "a-le jean -Iak-vm nastrolem.. 90;ack(16);520;10;52
egress;Forwarded;139.28.x.x; );rst(4), ack(16);400;10;40
ingress;Forwarded;78.128.x.x fin(1l), ack(16);520;10;52
egress;Forwarded;195.113.x.x,.-.___. » s s e e ey ey y— e y——y— ., -)000000; ;63600;1060;60
egress;Forwarded;2a00:1028:x:25ee:x:X: x X 2@01 718 X: 1f x x x x tcp {6) 6@843 https (443) 157; 195 0x60008000 BXGBGBOGBO A55610,,32 64;10000000;syn(2), ack(1l6)

X}

X}

X!

2
ingress;Forwarded;78.128.x.x;137.189.x.x;tcp (6);https (443);60378;195;157;0x60000000;0x60000000;AS65089;AS53661;24;24,00000000;syn(2), push(8), ack(16);7770;3
egress;Forwarded;185.233.x.x;78. 128 .X;1icmp (1);Echo-reply (0);Echo-reply (0);157;195;0x60000000;0x60000000;AS205002;A565089;22;24,00000000;;13440;240;56
egress;Forwarded;2a00:1028:x:d IX1X;2001:718:x:1f:x:x:x:x;1pv6-icmp (58);0;128;157;195;0x60000000;0x60000000;AS5610;;32;64;00000000;;117520;1130;104
egress;Forwarded;137.189.x.x,78.128. .X;tcp (6);60378;https (443);157;195;0x60000000;0x60000000;AS3661;AS565089;24;24;00000000;push(8), ack(16);1980;10;198

egress;Forwarded;185.211.x.x;78.128.x.x;icmp (1);Echo-reply (0);Echo-reply (0);157;195;0x60000000;0x60000000;AS205619;AS65089;22;24,;00000000;;10880;160;68
Aanrace Faruardad-12E 102 v w72 192 v wvedrmm (1) -Crhn_ranly (A Crhn_ranly (A -TE7-710E - AvAEOAOQOQNE - AvEARRARAD - ACIAEND - ACEEAQQ -7 -4 - AQAARANAA - -ETI0-Q0 - RO

<><><><><



FTAS — nastroj pro sbér, zpracovani, uchovani a vizualizaci flow-based dat

vstupy

m Netflow 1, 5, 7, 9, 10, NSEL,
IPFIX, sFlow

zpracovani

m replikace, klasifikace,filtrace

m  detekce anomalii
m notifikace, automaticka
regulace provozu

m  uchovani dat

m  ex-post statistiky
zpristupnéni

m  Ul, API, statické vystupy

kromé faktické spravy siti pouziti mj.

m uchovani provoznich a
lokaliza¢nich udajd

m  detekce kybernetickych
bezpecnostnich udalosti

—>» - Klasifikace — Filtrace g Router Adata —
— Filtrace FW B data y
—> - Klasifikace NAT N data www
- 4 Organizace 1 WARDEN
- e-mail A
, , Organizace 1 A
Nasledne g
. downloaders
zpracovani ;
top-list
o\
napi: 7. --“""—)Whﬁ:q?t"&cen' zdroje TCP SCAN
organizace X~ proti organizaci X Reporting
jako cil _provozu
&& 3 Statisticky
pouze TCP SYN zpracované udalosti
ExaFS APl «




FTAS jako sluzba

Zakladni varianta monitoringu (sité pripojené do e-infrastruktury CESNET)

m data z patefnich prvki, zpracovani v centralni instalaci FTAS v e-infrastrukture

e
sampler . .
’ ’ Klasifikace}:-----eee---- » data: smérovac A
- smérovac filtrace
X \
smérovac sampler data: smé .
A ot Kklasifikacel.-..-- 3 » data: smerovac B
patefni sit uzivatele filtrace
smeérovac
~—— B _ parser |
cesnet sampler sy v
ftas agregace— data: sit uzivatele




FTAS jako sluzba

Zakladni varianta monitoringu (sité pripojené do e-infrastruktury CESNET)

m data z patefnich prvkl, zpracovani v centralni instalaci FTAS v e-infrastrukture

m filtr z dat smérovacu smérovad| =-»
e -
A [ — sit

m nejblizsi koncové siti (primarni, zalozni pripojeni) Uivatele

m z pohledu uzZivatele ,,snadné na realizaci”

smerovac //

m vse v centralni instalaci v e-infrastrukture

m viditelnost provozu ?

arser
psampﬁ

KIBEHiEEE) <o v ovvoeee- .,/W

filtrace

m vzorkovani?

A smérovac

X \
m doba uchovani dat ? st _ /pW ............ ’m
paterni sit urivatele filtrace
m pfistup k datdm ? v ZZ/
smerBovac

cesnet

ftas

arser
[ sampler |
\agregace

H data: sit uzivatele




FTAS jako sluzba

Zakladni varianta monitoringu (sité pfipojené do e-
infrastruktury CESNET)

m data z paternich prvkui, zpracovani v centralni instalaci
FTAS v e-infrastrukture

m vypovidaci hodnota ?

Flow-Direction
egress
ingress
egress
egress
ingress
ingress
egress
egress
ingress
ingress

o = Flow-Direction

Voo~ ] b LM =

,_,
£l

FWD-Status
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
FWD-5Status

Src-IP
82.142.%.x
158.194.x.x
95.165.x.x
49.12.x.x
158.194.x.x
158.194.x.x
13.40.x.x
185.17.x.x
158.194.x.x
158.194.x.x
Src-IP

Dst-IP
158.194.x.x
64.250.%.%
158.194 .x.x
158.194 . x.x
176.102.x.x
185.161.x.x
158.194.x.x
158.194.x.x
38.99.x.x
46.227 XX
Dst-IP

Protocol
tcp (6)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
tcp (6)
fcp (6)
tcp (6)
tcp (6)
Protocol

Src-Port
https (443)
echo (7)
54717
56801
57297
ipsec-nat-t (4500)
9000
https (443)
62254
24888
ISrc-Port

priklad informaci z patefniho L3 prvku

Dst-Port
7076
echo (7)
echo (7)
17052
53566
ipsec-nat-t (4500)
26379
62341
https (443)
1025
Dst-Port

m infomace o dorucéeni

m  smér a trasa doruéeni

Src-ifindex
101
127
101
101
127
127
101
101
127
127

Dst-ifindex

127
101
127
127
101
101
127
127
101
101

Src-ifindex  Dst-ifindex

Flow-End [CET]

23/01/31 08:20:42.379
23/01/31 08:21:02.940
23/01/31 08:20:42.051
23/01/31 08:20:53.804
23/01/31 08:20:54.454

23/01/31 08:20:54.171
29/A1/271 A8-90-42 £T78

Bytes-measured
19.004 KB
703.788 KB
96.000 B
32.913 KB
1.396 KB

16.256 KB
160 ANN B

Bytes-estimated
224247 KB
8.436 MB

1.132 KB
388.372 KB
16.472 KB

191.820 KB
1 aoo KR

13.000 p
669.000 p
3.000 p
77.000 p
22.000 p

28.000 p
2000 N

Pkts-measured | Pkts-estimated | Avr-Pkt-Length | Flow-Cnt | Flow-Data-5
153.000 p 1461.85 1 | CESNET3: R
8.018 Kp 1052 3 | CESNET3: R
35.000 p 32 1 | CESNET3: R A
908.000 p 427.44 2 | CESNET3: R
258.000 p 63.45 2 | CESNET3: R Pétemisit
330.000 p 580.57 2 | CESNET3: R
28 A0 £E3 33 1 | rEeNET2 BRI

TOS-flags
00000000
00000000
10100100
00000000
00000000
00000000
00000000
00000000
00000000
00000000
ros-flags

smérovac
A

sit
uzivatele

TCP-flags
push(8), ack(16)

push(8), ack(16)
ack(16)
push(8), ack(16)
push(8), ack(16)
TCP-flags

Flow-Start [CET]

23/01/31 08:20:32.005
23/01/31 08:20:32.028
23/01/31 08:20:32.029
23/01/31 08:20:32.057
23/01/31 08:20:32.082
23/01/31 08:20:32.092
23/01/31 08:20:32.105
23/01/31 08:20:32.117
23/01/31 08:20:32.152
23/01/31 08:20:32.162

Flow-Start

sampler

parser
sampler

KIaSTKace) -« ++eeeeeeees »| data: smérovac A
filtrace

Klasifikace]seeeeeedove »| data: smérovac B
filtrace




FTAS jako sluzba

Varianta a) monitoringu z dat vlastni sité

m  export dat z prvka vlastni sité, zpracovani v centralni instalaci FTAS v e-infrastrukture

\ / "’!I: sampler o
klasifikace}s«seeeeeeeee. » data: hrani¢ni prvek

hrani¢ni prvek

/ firewall ﬁ - sampler

klasifikace}«:eeeeeeeess »  data: firewall
centralni
prvek — | parser |
sampler
S Ay > Parklasifikace|:««:eeeeeeees » | data: ...
sit uzivatele .../ . SEnTOIE
............... klasifikace|«:«-<«+---- 3 [ data: ...

\ fipojeni || pfipojeni cesnet
atacentra WLAN ftas

S —




FTAS jako sluzba

Varianta a) monitoringu z dat vlastni sité

m  export dat z prvka vlastni sité, zpracovani v centralni instalaci FTAS v e-infrastrukture

m  export dat ze sitovych prvki
m egress+ingress na relevantnich/vsech rozhranich / ..ingress na vsech

m  snadné na realizaci
m zpracovani, uchovani, vizualizace v centralni instalaci v e-infrastrukture

m  nemate vhodné prvky ?

= napf. ipfixprobe (CESNET) \ / —>(parser | _
[ | daléf SW/HW ‘r'egem' —— ~ [klasifikace}-«+eeeeeeeeee » | data: hrani¢ni prvek
| vidite|nost provozu ? | firewall i—'\ = Basgsneqr ler
@ ------------- » | data: firewall
m vzorkovani? centralni -
prvek —p | Parser
[sampler
ST . $ $Z000 0 = g MR -« - veveenees ’
m doba uchovani dat? sit uzivatele ... / .............. > %m! ace : data: .
\ Fipojeni | pripojeni cesnet R e data: ..
m pfistup k datim ? el AN ftas




FTAS jako sluzba

Export dat z prvki vlastni sité

m  mechanismus exportu ?

B ingress vs. egress vs. ingress+egress

ingress
m  zatéz vs. vypovidaci hodnota egress

m  sampling ?




FTAS jako sluzba

Export dat z prvki vlastni sité

vypovidaci hodnota ?

o = | Flow-Direction | FWD-Status

| 1 egress Forwarded
2. egress Forwarded
3. egress Forwarded
4. egress Forwarded
5. egress Forwarded
6. ingress Forwarded
7 egress Forwarded
8. ingress Forwarded
9. egress Forwarded
10. | ingress Forwarded

o = Flow-Direction [FWD-Status

priklad centralni/hraniéni L3 prvek

infomace o dorucéeni

smér a trasa doruceni

Src-iP
85.71.x.x
184.104 x.x
184.104 . x.x
142.251.x.%
52.112.x.X
193.84.x.x
52.112.%x.%
195.113.x.x
2.22.0.X
195.113.x.x

Src-1P

Dst-1P
193.84.x.x
195.113.%.x
195.113.x.x
195.113.x.x
195.113.x.x
52.114.x.x
195.113.%.x
52.114.x.x
195.113.%.x
208.92.x.x

Dsi-IP

Protocol
udp (17)
tcp (6)
tcp (6)
tcp (6)
udp (17)
tcp (6)
udp (17)
udp (17)
tcp (6)
tcp (6)
Protocol

Src-Port
53994
https (443)
https (443)
https (443)
3480
50020
3480
50031
http (80)
54825
Src-Port

Dst-Port
openvpn (1194)
59299
35950
55029
50035
https (443)
50036
3480
34291
https (443)
Dsi-Port

Src-ifindex | Dst-ifin
41 82

41 25

41 25

41 287
41 287
82 41

41 287
287 41

41 287
316 41
Src-ifindex  |Dst-ifind

dex || Src-Bitmask | Dst-Bitmask
16 20
0 24
0 24
24 32
14 32
20 14
14 32
32 14
24 24
28 Q
ex |Src-Bitmask |Dst-Bitmask

e
Flow-End [CET]

TOos-flags

11000100
00000000
00000000
00000000
00000000
00000000
00000000
00000000
10100100
00000000

TOS-flags

TCP-flags

push(8}, ack(16)
push(8}, ack(16)
push(8}, ack(16)

pushi(8}, ack(16)
push(8}, ack(16)

ack(16)
TCP-flags

Nexthop
195.178.x.x
195.178.x.x
195.178.x.x
0.0.%.x%
0.0.%.%
195.113.x.x
0.0.x.x
195.113.x.x
195.113.x.%
195.113.x.x

Nexthop

Flow-Start [CET]
13:46:
13:46:
13:46:
13:46:
13:46:
13:46:
13:46:
13:46:
13:46:
13:46:

23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
Flow-Start

13.032
13.158
13.187
13.328
13.911
13.924
13.934
13.948
14.020
14.026

23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
23/01/31
Flow-End

13:46:43.860
13:46:47.149
13:46:43.136
13:46:28.600
13:46:53.154
13:46:53.200
13:46:53.208
13:46:43.529
13:46:28.073
13:46:43.676

Bytes-measured
159.870 KB
23.787 KB
34.034 KB
1.878 KB
726.336 KB
501.886 KB
669.286 KB
35.371 KB
85.020 KB
2.392 KB

Bytes-measured |Pkts-measured

Pkts-measured
269.000 p
30.000 p
44.000 p
7.000 p

1.003 Kp
654.000 p
977.000 p
92.000 p

57.000 p
46.000 p

ripojeni
atacentra

|| parser
sampler o
Klasifikace) s s+sseesereed » | data: hranicni prvek
L [parser
sampler
klasifikace]+++++++sess » | data: firewall
Ly [parser
sampler
parklasifikace »| data
SarmpreT
klasifikace » | data
cesnet
ftas




FTAS jako sluzba

Export dat z prvki vlastni sité

priklad FW, s prekladem adres

m vypovidaci hodnota ? m plna prekladova informace
m stavova infomace (FW-Event)
o > | FW-Event Src-IP Dst-IP Src-PoStNAT-HIP | Dst-PostNAT-IP | Protocol | Src-Port Dst-Port Src-PostNAPTPort | Dst-PostNAPTPort

1. | Flow update 10.77.%.% 10.77.xx | 10.77.x.x 10.77.x.x tcp (6) 49733 microsoft-ds (445) | 49733 microsoft-ds (445)

2. | Flow update 10.77.%.% 10.77.xx | 10.77.x.x 10.77.x.x tcp (6) microsoft-ds (445) | 49733 microsoft-ds (445) @ 49733

3. | Flow update 173.194.00% | 10.77.x.x | 173.194.x.x 195.113.x.% udp (17) | https (443) 54746 https (443) 54746

4. | Flow deleted (2034) = 90.182.x.x | 10.77.x.x | 90.182.x.x 195.113.x.% tcp (6) https (443) 53128 https (443) 53128

5. | Flow deleted (2034) = 88.221.x.x | 10.77.x.x | 88.221.x.x 195.113.x.% tcp (6) https (443) 53568 https (443) 53568

6. | Flow deleted (2034) = 90.182.x.x | 10.77.x.x | 90.182.x.X 195.113.%.% tcp (6) https (443) 53124 https (443) 53124

7. | Flow deleted (2034) | 10.77.x.x 52.108.X.% | 195.113.x.% 52.108.x.X tcp (6) 54102 https (443) 54102 https (443)

8. | Flow deleted (2034) = 40.101.x.x | 10.77.x.x | 40.101.x.x 195.113.%.% tcp (6) https (443) 50073 https (443) 34423
Src-if! 9. | Flow update 10.77.%.% 10.77.x.x | 10.77.x.x 10.77.x.% tcp (6) microsoft-ds (445) | 61735 microsoft-ds (445) | 61735
36 10. | Flow deleted (2039) = 150.171.x.x @ 10.77.x.x | 150.171.x.X 195.113..% tcp (6) https (443) 52806 https (443) 52806
32 o > |FW-Event sre-IP Dst-IP Src-PosStNAT-IP  |Dst-PostNAT-IP  Protocal  |src-Port Dst-Port Src-PostNAPTPort  |Dst-PostNAPTPort
19 R R SR
19 35 23/01/31 13:20:43.639 | 23/01/31 13:20:52.519 15.848 MB 12.230 Kp 1295.83 2 s
19 35 23/01/31 13:19:49.537 | 23/01/31 13:20:44.839 15.347 MB 13.642 Kp 1125.00 2 S — o
19 35 23/01/31 13:20:33.559 | 23/01/31 13:20:42.499 14.864 MB 11.472 Kp 1295.66 2
35 19 23/01/31 13:06:04.931 | 23/01/31 13:21:01.260 14.640 MB 11.138 Kp 1314.38 2 I R
19 35 23/01/31 09:25:54.886 | 23/01/31 13:20:44.839 13.690 MB 13.866 Kp 987.32 2 —
32 35 23/01/31 13:19:52.577 | 23/01/31 13:20:53.769 10.541 MB 12.891 Kp 817.67 1 ‘ ~
19 36 23/01/31 13:18:16.434 | 23/01/31 13:20:50.839 10.139 MB 7.981 Kp 1270.33 2 st uivatele ../ yi ":xe: ji

Src-ifindex |Dst-ifindex  |Flow-Start Flow-End Bytes-measured |Pkts-measured |Avr-Pkt-Length |Flow-Cnt \| e | el f_tgfém




FTAS jako sluzba

Export dat z prvki vlastni sité

priklad ipfixprobe sondy

m vypovidaci hodnota ? m + L2, + TLS-SNI
m - informace o doruceni (stav a kudy) ..u sond z principu nelze

':_ S— - - - . - - .

] o = | Src-IP Dsi-IP Protocol | Src-Port Dst-Port Src-MAC-Addr Dst-MAC-Addr TCP-flags

E 1. | 195.113.%.% 74.125.%.% tcp (6) 63770 https (443) | 00:09:0f:09:0 00:00:5e:00 fin(1), syn(2), push(8), ack(16}

2. | 2001:718:20:105:0x:X:X | 2620:100:x:22:x:x:%:X | tcp (6) 50055 https (443) | 00:09:0f:09:0 00:00:5e:00 push(8), ack(16)

5 3. | 78.128.x.x 52.239.¢.X tcp (6) 57806 https (443) = 00:09:0f:09:0 00:00:5e:00 syn(2), push(8), ack(16)

§ 4. | 195.113.xx 52.108.x.x tcp (6) 50949 https (443) = 00:09:0f:09:0 00:00:5e:00 syn(2), push(8), ack(16)

5 5. | 2607:f8b0:x:200x0x | 2001:718:x:601:x¢:x:x | tcp (6) 44639 smtp (25) | 00:09:0f:09:0 00:50:56:h6 fin(1), syn(2), push(8), ack(16)

6. | 2001:718:x:105:x:X:X:X | 2620:100:x:22:x:X:X:X | tep (6) 49917 https (443) = 00:09:0f:09:0 00:00:5e:00 pushi(8), ack(16)

5 7. | 195.113.%.% 142.251.%.x% tcp (6) 63362 https (443) | 00:09:0f:09:0 00:00:5e:00 fin(1), syn(2), push(8), ack(16)
- adalah Ein b SalEt ekt Lk e il el el el il w | 00:50:56:89:¢ 1 | 00:09:0f:09: syn(2), push(8), ack(16)
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FTAS jako sluzba

Varianta b) monitoringu z dat vlastni sité - nezavisla
m export dat z prvka vlastni sité, zpracovani ve vlastni instanci FTAS
m technicky analogické, informacné identické s predchozim pfipadem
m |okalni instalace = dostupnost bez ohledu na stav vlastni konektivity vs. zasifrovali nam to ;-(

\ /
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FTAS jako sluzba

Detekce a automaticka obrana proti typickym sitovym utokiim a anomaliim
m pro cely AS
m .., konzumuji” vsichni uzZivatelé e-infrastruktury (mozny whitelisting, specifické limity)
m  kompromisni nastaveni citlivosti detektoru, ochrana infrastruktury, ochrana uzivatel(
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FTAS jako sluzba

Detekce a automaticka obrana proti typickym sitovym utokiim a anomaliim
m  mozné individualné pro konkrétniho uzivatele/skupinu
m typické utoky/anomadlie — citlivost detektoru podle pozadavku

m specifické utoky/obtézovani/zajmovy provoz (napr. potencialni tézba) — konkrétni
charakteristiky/profily provozu

m ve vsech variantach nasazeni FTAS

v
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FTAS jako sluzba

Zavery
m  monitorujme = nebudme slepi !!!
m infrastruktura sité, jeji stav, vyuziti, jaky provoz prenasi
m  dulezité je védét, co se v siti déje a v jakém je stavu
m ...je jedno jakymi nastroji

m  klicovy je personadl, ktery umi informace vyhodnotit a reagovat

m chcete-li vyuzit FTAS
m varianta ?
o sluzby@cesnet.cz
m  technické reseni ?
m co a odkud exportovat ?

m  konzultace
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